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Abstract: High Dynamic Range (HDR) imaging has been developed for improved visual representation by capturing a wide range
of luminance values. Because of its properties, HDR content might lead to a larger privacy intrusion, requiring new methods for
privacy protection. Previously, false colors were proven to be effective for assuring privacy protection for low dynamic range (LDR)
images. In this work, the reliability of false colors when used for privacy protection of HDR images represented by tone mapping
operators (TMOs) is studied. Two different TMO techniques are tested, a simple TMO based on the Gamma transform and a more
complex local TMO. Moreover, two false color palettes are also tested, and are applied to images that result from both TMOs and
also to an LDR image that represents the center exposure in the image sequence used to create the HDR image. The degree
of privacy protection is analyzed through both a subjective test using crowdsourcing and an objective test using face recognition
algorithms (FRAs). It is concluded that the application of the two studied false color palettes reduces the recognition accuracy with
respect to both tests.

1 Introduction

Throughout the world, visual surveillance has become a crucial
aspect of everyday life. It is typically used for enhancing secu-
rity, especially in critical areas, such as airports, train stations, and
important buildings. It is also used to help individuals in difficult
conditions such as in hospitals and elderly care centers.

Regardless of its application area, visual surveillance brings about
the question of “how to protect the privacy of recorded individu-
als?”. While many studies tried to find an answer, as described in two
comprehensive surveys [1, 2], a panacea for all “security-vs-privacy”
issues appears elusive to be found.

The problem is further exacerbated due to the varied nature of
image and video capture technologies. With the current trend shift-
ing toward High Dynamic Range (HDR) capture systems [3, 4],
privacy protection solutions proposed for non-HDR systems are
becoming outdated.

A problem in HDR data used for surveillance is that, because
typical monitors are Low Dynamic Range (LDR), the captured data
must be tone-mapped first prior to display. Given the large number of
tone-mapping operators (TMOs) [5], which operator is ideal for this
task is currently unknown. However, previous work established that
using HDR data, even when visualized by tone-mapping, improves
face recognition accuracy of both human observers and face recog-
nition algorithms (FRAs) [6]. Despite this important finding, it is
currently unknown how tone-mapping operators interact with pri-
vacy protection solutions. The current study aims to shed light on
this question.

To this end, we selected two TMOs representing simple and
sophisticated solutions to tone-mapping as well as an LDR con-
dition. We then applied a false color based privacy protection
algorithm, previously found to be effective for LDR images [7–9],
to these images using two different color palettes. The effective-
ness of this result in preserving visual privacy is then assessed using
both subjective and objective experiments. In doing so, we sought to
answer the following research questions:

• Does false coloring reduce intelligibility of faces?
• Do different false color palettes have a different impact on
intelligibility?

• How does false coloring interact with tone-mapping?
• Does false coloring have a different effect on face recognition
algorithms than on human observers?

The rest of this paper is organized as follows. In the next section,
we provide a brief overview of visual privacy protection especially in
the context of HDR images. We then describe our dataset and eval-
uation methodologies. This is followed by our experimental results,
discussions, and conclusions.

2 Related Work

2.1 Visual Privacy Protection

Privacy protection of multimedia content is gaining a special atten-
tion of the research community. The importance of multimedia
content protection and the creation of multiple levels of access-
ing was considered in the earlier work of Eskicioglu et al. [10].
Anonymization of the visual content is of major importance for
Visual Privacy Protection (VPP). Two main groups of methods can
be considered, namely local and global methods [7]. Local methods
consist of identifying the Region of Interests (ROIs) that require pro-
tection followed by a de-identification step [11, 12]. Global methods,
on the other hand, apply privacy protection to the entire image.

The local method presents the advantage that only the ROIs are
changed by applying a local de-identification process, while the
remaining part of the image can be left untouched. However, this
method requires accurate detection of the regions that are possible
of providing an identification of the relevant information intended
to be protected. These methods include simple techniques such as
masking, blurring and pixelation, or more elaborated methods like
warping [13], morphing [14], or scrambling [15]. However, most
of these methods are not fully reversible, rendering it impossible to
recover the original image in case of necessity by authorized users.
Furthermore, usually computer vision methods are required for ROI
detection, which do not guarantee robustness especially under non-
ideal capture conditions. Finally, local methods work under the
assumption that ensuring privacy of sensitive regions is sufficient
to prevent privacy violations, which in the general case is not true
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Fig. 1: False color palettes used in this study. The dynamic range of the color maps are 5.74 for Blues and 14.59 for DEF.

as the context information around these regions may also lead to
privacy intrusions [16].

In contrast, global methods do not require ROI definition. The
image anonymization process is applied to the full image. However,
the resulting image should still be able to provide some generic
content definition. Moreover, the image transformation should be
somehow reversible, allowing the recognition by authorized users.
This is the domain we are exploring in this work by using false colors
for privacy protection.

2.2 VPP on HDR images

Typically, HDR images are displayed using 8-bit per color chan-
nel on LDR display devices. For this purpose, the displayed images
are obtained by using a TMO that maps the wide input range to
the reduced range of the target display in a controlled manner. A
large number of TMOs are available [5], and they are also typi-
cally categorized as global and local. Global TMOs apply a global
tone curve that maps the HDR colors into the typical 8-bit repre-
sentation. However, these models often fail to preserve high-contrast
details in local regions. Local TMOs try to overcome this limitation
by applying local transformations. However, these TMOs are often
computationally expensive and in many cases may compromise the
global contrast in favor of maximizing visibility in local regions.

Independently of the created artifacts, TMOs are fundamental to
provide a visualization of HDR images in the legacy 8-bit displays.
The use of different TMOs is important in the context of this study
as different TMO lead to different perceptual quality [17] and also
to different recognition accuracy [6]. In [6] it was concluded that
HDR images represented by TMOs create a larger privacy intrusion
than LDR images. The conclusion of this work was in accord with
the preliminary studies presented in [18, 19]. In [18] automatic face
recognition using sparse representation was tested with tone-mapped
HDR images. Eight different TMOs were tested and it was observed
that some operators might lead to better automatic recognition than
the use of common LDR images. In [19] a crowdsourcing subjective
test was administered and was shown that the use of TMOs lead to
better human recognition than the use of LDR images.

Moreover, in [6] a database with people present in multiple light-
ing conditions was created. Then the effect of five TMOs on face
recognition was tested using both crowdsourcing and objective eval-
uations. It was concluded that the accuracy of human recognition
can increase by more than 10% by using tone-mapped HDR images.
Moreover, face recognition algorithms can also improve their accu-
racy. This gave rise to the conclusion that HDR images lead to higher
privacy intrusion. In this work, we propose to augment this approach
by employing false coloring after tone-mapping and investigate how
it affects visual privacy with respect to both human observers and
face recognition algorithms.

3 Dataset and Experiments

3.1 Dataset

In their earlier work, Korshunov et al. [6] shared a dataset comprised
of HDR images containing people under various lighting conditions.
These images were first created by combining a sequence of mul-
tiple exposures and then tone-mapped using 5 TMOs. The center
exposure in the sequence was used to represent an LDR control con-
dition. Additionally, portrait photographs of people involved in these
images were also captured. Faces cropped from the tone-mapped and
LDR images as well as the portrait photographs were then used in a
recognition experiment.

In the current study, we created false color versions of 16 faces
from the same dataset. These faces were selected so that vari-
ous lighting levels were represented (i.e. we selected faces from
shadowed regions, regions receiving direct sunlight, etc.) For false
coloring, we used two color palettes abbreviated as Blues and DEF
palettes (Figure 1). The Blues palette was taken from the National
Library of Medicine Insight Segmentation and Registration Toolkit
(ITK) [20]. It exhibits a color variation from white to blue such that
low input luminances map to more white colors while high input
luminances map to more blue colors. The second color palette, DEF,
is used as the default color palette in the Radiance global illumina-
tion software for false color visualization of HDR images [21]. It
was designed to maximize the number of named colors while still
depicting a progression from cold to hot. Both color palettes were
used in earlier visual privacy protection experiments and were found
to be effective in protecting privacy [9].

As for TMOs, we first selected a simple operator known as
Gamma mapping. This operator scales the luminance values such
that the log-average luminance is 0.18 [22], followed by clamping
to the [0, 1] range. Finally, gamma correction is applied with an
exponent of 0.45 closely approximating the sRGB gamma [23]. The
second operator represents a local and more sophisticated approach
to tone mapping, and is known as the Mantiuk operator [24]. We
also used an LDR image, center exposure in the sequence, to com-
pare the tone-mapped HDR pipeline with the standard LDR pipeline.
The resulting face images before and after false coloring are shown
in Figures 2 and 3.

With 16 faces, 2 TMOs, an LDR image (center exposure in the
sequence), and 2 false color palettes, we obtained a dataset com-
prised of 96 different face images. These images are used in a visual
recognition experiment as explained in the following section.

3.2 Subjective Experiment

For our experiment, we designed a web-based interface that starts
with an entry page explaining the experimental task and collecting
anonymous data from the participants such as their age, gender, and
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b) Mantiuk TMO [24]
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Fig. 2: Face images in the dataset before being converted to false color.

familiarity with computer graphics and image processing. Following
this page ensued a total of 96 trials. In each trial, a “probe” face was
shown together with 9 “gallery” faces. The participants’ task was to
select which of the gallery faces correspond to the probe face. The
participants indicated their response by selecting a gallery face and
pressing the “Next” button to continue with the next trial. Figure 4
illustrates a sample trial page.

The order of trials as well as the ordering of the gallery faces
in each trial was randomized. We also inserted several fake trials
to break the regularity of the experiment. This was made to render

it more difficult to make decisions for a trial based on earlier tri-
als. With 96 real and 4 fake trials, the experiment could be finished
within 15 minutes at a normal pace.

While more than 70 participants attended the experiment, only 48
of them completed it in entirety (20 females and 28 males). We only
analyzed their data to obtain a uniform block design.

3.3 Objective Experiment

In addition to subjective evaluation, we also performed an objective
evaluation experiment by using three face recognition algorithms
(FRAs). For compatibility with the earlier work, we used Korshunov
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a) Mantiuk-Blues b) Mantiuk-DEF c) Gamma-Blues d) Gamma-DEF e) LDR-Blues f) LDR-DEF

Fig. 3: False color visualizations for some tone-mapping and color palette combinations.

Fig. 4: A sample trial page with a probe face shown on the left and
the gallery faces shown on the right. The participants’ task was to
select the correct face from the gallery that matches the probe face.

et al.’s framework [25] that automates training and testing three
FRAs namely EigenFaces [26], FisherFaces [27], and local binary
patterns histograms (LBPH) [28].

The Eigenfaces algorithm is based on an eigenvector decomposi-
tion of a large number of faces. Any face image can be reconstructed
with a weighted combination of these face eigenvectors. Fisherfaces
is proposed as an improvement over Eigenfaces, which uses Lin-
ear Discriminant Analysis (LDA) instead of Principle Component
Analysis (PCA). LBPH classifies face descriptions using spatial his-
tograms of micro-patterns [28, 29]. The basic local binary operator
works on 3× 3 pixel blocks of an image. The pixels in each block
are coded by comparing the center pixel with the edge pixels of the
block. The size of this block can be varied to support multi-scale
analysis. The spatial histogram of this coded image is then used as
the main feature for face recognition.

For training, we tone-mapped each HDR image using 5 differ-
ent TMOs used in earlier work [6], namely Gamma, Reinhard [22],

Drago [30], Mantiuk [24], and Mai [31]. We also included the corre-
sponding faces from the LDR image giving rise to 6 training images
for each face. During testing, each false color face is evaluated by
the three FRAs and the best matching face is returned. The results of
both subjective and objective experiments are explained in the next
section.

4 Results and Analysis

4.1 Subjective Experiment

The overall results of the subjective experiment is shown in Table 1.
This table indicates that faces tone-mapped with the Mantiuk opera-
tor, when averaged with respect to all participants, faces, and color
palettes, could be recognized with 0.69 accuracy. Gamma has a
slightly higher accuracy of 0.71 while the LDR results are less
likely to be recognizable (0.58). As for the color palette, the Blues
palette, on average, produces a recognition rate of 0.63 while the
DEF palette a rate of 0.69. We note that as trials were independent
from each other and there were 9 gallery faces per trial, the chance
recognition rate was 1/9 ≈ 0.11.

After performing this descriptive analysis, we conducted a three-
way within-subjects ANOVA to identify which conditions are actu-
ally different from each other. In this analysis, the independent vari-
ables were Face, TMO, and Palette. Their interaction produced four
extra variables, namely Face×TMO, Face×Palette, TMO×Palette,
and Face×TMO×Palette. The ANOVA results indicated that there
is a significant difference between levels of all variables (all p values
were less than 0.001), allowing us to reject the null hypothesis that
there are no differences.

This allowed us to conduct multiple t-tests with Bonferroni cor-
rection as post-hoc to identify which levels are actually different
from each other. In the following, we report the results for the TMO
and Palette variables as they were the main focus of this study.
Figure 5 shows the means and confidence intervals for different
levels of each variable.

Consistent with these plots, the post-hoc tests indicated that
Gamma and Mantiuk are indistinguishable from each other (p =
0.48) while the LDR has a statistically different and lower score. As
for the color palettes, Blues and DEF were found to be statistically
different (p < 0.001). For the interaction between TMO and Palette,
we found that LDR-Blues is statistically less recognizable from all
other combinations. The combination involving the DEF palette was
always found to have a higher score than the combination with the
Blues palette, suggesting that the latter better preserves privacy. This
relationship appears to be reversed for the Mantiuk TMO, which is
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Table 1 Results of the subjective experiment. Numbers represent the mean accuracy in [0, 1] range.
Blues DEF Mean

Mantiuk 0.70 0.68 0.69
Gamma 0.68 0.74 0.71

LDR 0.51 0.65 0.58
Mean 0.63 0.69
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Fig. 5: Means and confidence intervals for each independent variable.

an issue that we discuss in the following section. Statistical simi-
larity groups for all levels of this interaction variable are shown in
Figure 6.

4.2 Objective Experiment

The objective evaluation results using the three FRAs are reported in
Table 2. Here it can be observed that the Blues palette, irrespective of
the tone-mapping type, yields a recognition rate of almost zero (here
the chance rate is 1/16 ≈ 6%). As for the DEF palette, the highest
recognition rates are obtained with the Gamma TMO, followed by
LDR and then Mantiuk.

We also computed the structural similarity index (SSIM) [32] of
the false color protected images with respect to their tone-mapped
originals (Table 3). The results indicate that the images protected
with the Blues palette have negative SSIM values, which is expected
given the inverse luminance-pixel value relationship exhibited by
this palette (see Figure 7). The SSIM values for the DEF palette are
around zero suggesting that the images protected by this palette bear
no negative or positive correlation to the original images. This is also
expected given the up-and-down behavior of this palette for relating
pixel value to luminance (also shown in Figure 7).

5 Discussion

The results of the current experiment especially when juxtaposed
with the earlier works of Korshunov et al. [6] and Çiftçi et al. [7]
reveal several interesting findings.

In [6], it was found that using HDR data, even when it is tone-
mapped, improves face recognition accuracy with respect to both
face recognition algorithms and human observers. It was also found
that while FRAs are significantly affected by the choice of the TMO,
human observers remain almost intact. In the current study, we deter-
mined what happens if the tone-mapped images are subjected to
a false-color based privacy protection algorithm by observing that
face recognition rates drop as reported in Table 4. According to
this table, using the Blues color palette gives rise to a mean per-
formance drop of about 20% (average of the first Change column).
The DEF palette, on the other hand, produces a more meager drop of
around 15% (average of the second Change column). Unfortunately,
comparing these results through statistical confidence analysis is
not feasible due to large differences between the number of partic-
ipants in both experiments and a different selection procedure for
gallery faces. However, large drops in recognition rates still allow
us to answer our first and second research questions: false coloring

indeed reduces the intelligibility of faces and the amount of reduc-
tion depends on the used palette. This finding is also in line with
the pioneering study of Rogowitz and Kalvin [33]. In that study,
the authors established that when faces are visualized in false color,
the degree to which the color palette is monotonically increasing in
luminance is strongly correlated with the recognizability of a face.
Palettes violating this property simulate a situation in which the
dominant illumination is coming from the bottom, which rarely hap-
pens in nature. The Blues palette, as being monotonically decreasing
as shown in Figure 7, violates this property more strongly than the
DEF palette explaining its effectiveness in preserving privacy.

These findings also complement the earlier results of Çiftçi et
al. [7]. In that work, the authors performed an experiment in which
they asked participants’ opinion about how well false colored faces
are likely to be recognizable. The results had indicated that the DEF
palette is the least likely to be recognizable among the four tested
palettes (The Blues palette was not used in that study). Different
from that work, the current study defined an objective recognition
task and found that the recognition rates drop but not to the extent
of being completely unrecognizable. However, given the sandboxed
nature of the current experiment (all clean frontal view, one face
compared with only nine faces), the actual recognition rate is likely
to be much lower in a realistic surveillance context.

As for the effect of tone-mapping when combined with false-
coloring, we found that there is no statistically significant difference
between using a complex operator versus a simple operator answer-
ing our third research question. Perhaps unexpectedly, we found
Mantiuk et al.’s operator [24] to produce marginally less recogniz-
able results than a simple Gamma mapping. This could be attributed
to the increased noise in that operator’s outputs, especially for faces
captured under a darker illumination (cf. Figure 2 (a) and (b)). This
is typical of local operators as they tend to flatten the overall con-
trast in favor of local visibility. This noise when passed through a
false color palette becomes decorrelated and, as a result, gets further
exaggerated as exemplified in Figure 8.

Considering the objective experiment (Table 2), the fact that the
Blues palette has a lower recognition rate than the DEF palette is in
agreement with the subjective experiment. The almost zero recog-
nition rates can be explained by the fact that these FRAs are very
sensitive to relationships between luminance values of neighboring
pixels. When this relationship is inverted, as it happens for the Blues
palette as shown in Figure 7, the FRAs performance gets signifi-
cantly hampered. It should, however, be noted that FRAs appear to
be impacted much more significantly than human observers under
this condition.
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Fig. 6: Statistical significance groups for the interaction variable TMO×Palette. Items underlined by the same line are in the same group.

Table 2 Objective evaluation results using face recognition algorithms. Numbers indicate the accuracy in [0, 1] range.
LDR-Blues LDR-DEF Gamma-Blues Gamma-DEF Mantiuk-Blues Mantiuk-DEF

EigenFaces 0.06 0.25 0.00 0.94 0.00 0.31
FisherFaces 0.00 0.69 0.00 0.56 0.00 0.38

LBPH 0.00 0.88 0.00 0.94 0.13 0.25

Table 3 SSIM values computed for 16 face images with different TMO−palette combinations.
Images LDR-Blues LDR-DEF Gamma-Blues Gamma-DEF Mantiuk-Blues Mantiuk-DEF

1 0.02 0.00 -0.12 -0.10 -0.27 -0.14
2 -0.23 -0.14 -0.36 0.30 -0.28 0.17
3 0.02 0.00 -0.09 -0.04 -0.26 -0.13
4 0.01 -0.01 -0.19 -0.11 -0.40 -0.14
5 -0.45 0.09 -0.35 0.17 -0.47 0.32
6 -0.40 0.00 -0.51 0.37 -0.56 0.38
7 -0.08 -0.07 -0.53 0.02 -0.48 -0.07
8 -0.57 0.07 -0.55 0.38 -0.61 0.44
9 -0.14 -0.15 -0.50 0.10 -0.52 0.17

10 -0.04 -0.06 -0.26 -0.10 -0.20 -0.10
11 -0.30 -0.04 -0.44 0.14 -0.42 0.12
12 0.02 0.00 -0.08 -0.07 -0.42 -0.12
13 -0.44 0.10 -0.43 0.11 -0.45 0.26
14 0.00 -0.01 -0.25 -0.11 -0.37 -0.01
15 0.02 -0.02 -0.12 -0.04 -0.31 -0.06
16 -0.50 -0.14 -0.46 0.37 -0.53 0.48

Mean -0.19 -0.02 -0.33 0.09 -0.41 0.10

Considering the DEF palette, the Mantiuk operator yields the
lowest average recognition rate. This can also be attributed to the
increased noise in the outputs of this operator. However, in contrast
to the subjective experiment the recognition rate of Mantiuk-DEF
is lower than that of LDR-DEF. This could be because human
observers are more tolerant to noise than FRAs. We believe that these
observations shed light onto our last research question on whether
false coloring tone-mapped content effects FRAs differently than
human observers.

6 Conclusions and Future Work

In this study, we set out to understand how to protect visual privacy in
an HDR capture setting. To this end, we experimented with a recent
and promising technique that involves using false colors to apply a
global protection on the entire image rather than on defined ROIs.
We found that this technique improves privacy against both human
observers and face recognition algorithms. We further observed that
using a simple tone-mapping operator combined with one of the
color palettes actually yielded a greater recognition rate than the
local operator, a finding which we did not anticipate. However, this
increment was not statistically significant in the subjective experi-
ment. We attributed this to the amplified noise that was present in
the local operator’s outputs. This noise, when transformed by false
coloring, appeared to outweigh the extra detail reproduction induced
by the local TMO.

As future work, we intend to investigate how to protect privacy
directly in the HDR domain without applying tone-mapping. The
subband encoding scheme used by earlier studies [34, 35] could be
employed to store restorative information as encrypted metadata in
a backward compatible HDR format. This would allow the recov-
ery of the original HDR information by authorized users. Finally,
there appears to be a need to create an HDR video dataset for bench-
marking privacy protection algorithms. We intend to focus on this as
another promising line of future work.
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Fig. 8: Note the pronounced noise on Mantiuk et al.’s [24] after false color visualization.
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